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CHAPTER
ONE

INTRODUCTION

The Data Transfer Node (DTN) is a server specially configured to enable fast and reliable transfers.
The DTN provides different tools to transfer files from or to CESGA.
Depending on the size of the data that you want to transfer you have different options:

* For small amounts of data (<10GB) you can use scp directly.

* For large amounts of data it is recommended that you use Globus.

In all cases it is recommended that you do the transfer against our DTN server: dtn.srv.cesga.es, this will give you a
much better network performance. In Globus Online the endpoint of this server is: cesga#dtn.
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Fig. 1: Using Globus to transfer files.

If you are going to transfer files from your local computer it is important that you check your local connectivity because
it will generally limit the overall speed of the transfer.
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CHAPTER
TWO

GLOBUS

Globus is a file transfer service based on GridFTP. When using Globus, you hand-off the data transfer task to a hosted
service that will take care of the entire operation, monitoring the transfer and automatically retrying in case of errors.
It will even notify you by email when the transfer is ready.

Globus is composed of three parts:
* Globus Connect Server: already installed in the CESGA’s DTN server
* Globus Connect Personal: needed on your local PC to transfer files from or to your local HDD

* Globus Web App: a web applications where you launch the transfers

2.1 Installation

To use Globus between CESGA’s DTN and other existing endpoints you do not have to install any additional software.

In case you want to transfer files from or to your local PC then you need to install the Globus Connect Personal
software to enable your PC as a private Globus endpoint.

2.1.1 Globus Connect Personal

To transfer files to or from your local HDD you need to install Globus Connect Personal in your computer.
This software will enable your PC as an endpoint that can be seen just from your account.
It supports Linux, Windows and Mac, to install it you can follow the next instructions:

 Linux: https://docs.globus.org/how-to/globus-connect-personal-linux/

* Windows: https://docs.globus.org/how-to/globus-connect-personal-windows/

* Mac: https://docs.globus.org/how-to/globus-connect-personal-mac/

2.2 Usage

Go to https://globus.org and press the Log In button.

You can look for your institution (“Universidade de Santiago de Compostela”, “Universidade da Corufia”, “Universi-
dade de Vigo” and “CSIC” are all registered) under “Use your existing organizational login” or alternatively you can
select “Sign in with Google” and use your Google credentials:

The first time you log in with a new account your are given the option to associate it with an existing account. In our
case we do not want to link it to any existing account so we just press “Continue”:



https://docs.globus.org/how-to/globus-connect-personal-linux/
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https://globus.org
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Fig. 1: Main Globus page.
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Fig. 3: First time login page.

The first time you log in with a new account your are given the option to associate it with an existing account. In our
case we do not want to link it to any existing account so we just press “Continue”:

You will now be directed to the “File Manager” page.
In the File Manager page you can select the CESGA DTN typing its name in the Collection field: cesga#dtn

Once selected the cesga#dtn endpoint you will have to authenticate using your credentials at CESGA, the same ones
you use for the HPC and Big Data systems:

Once you log in the cesga#dtn endpoint you will see the list of your files. You can create symbolic links to the most
common directories to simplify the usage.

Note: You can create symbolic links to the most common directories to simplify the usage.

For example:

ssh dtn.srv.cesga.es
1ln -s S$SHOME HOME_FT
1n -s $HOME_BD HOME_BD
In -s $STORE STORE

1ln -s SLUSTRE LUSTRE

Note: If you do not create the symbolic links you can still use the full paths to access the different filesystems, typing
them under the Path field.

Finally if you start Globus Connect Personal in your PC you will be able to use also your local endpoint in a similar
way.

First start the Globus Connect Personal application on your PC:

And once started, just type the name you gave to your local PC when you configured Globus Connect Personal in the
“Collection” field on the right tab:

To start a transfer, first select the files you want to transfer in the appropriate endpoint and then press the “Transfer or
Sync to...” option:

2.2. Usage 5
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Once you press the “Transfer or Sync to...” option you will change automatically to the other endpoint you have
selected, in this case the local PC, and you will be given the option to select the destination directory. Once selected
just press the Start button.

&g{obus =< \_—U File Manager Panels ‘Iﬂ [ ] Bookmark Manager

@ File Manager N N N
Collection ‘ C 1 pcsisternasl ‘ \)\
Path ‘ J~/HOME_BD/ ‘ ] ‘ ff ‘ E
selectall T
D Share .51’_93.] anaconda2 s
Transfer or Sync to... \\
EI all-messages.avro Anaconda2-2018.12 3
03/13/2017 06:08pm  — NEwIEDIET i g g
apache-maven-3.3.9-bin.tar.gz anaconda3
11/18/2015 08:42am 849 MB J ?
D ELEASE.jar Anaconda3-2018.12 >
o 1106 KB
conf AnacondaProjects
i 09/06/2016 01:58pm  — >
D derby.log AndroidStudioProjects s
03/1. ipm 7438 GetLink D 1 1
Show Hidden ltems @ ® ba.ckup_docs_and_src_to_netapp.sh
D hive-test-data.csv % backup_docs_to_microsd.sh
04/29/2019 01:30pm 368 U
ﬁ maven bash
S R - 17 1 ?

ULEOEASEIENS &7

Fig. 12: Select the target directory and start the transfer.

The transfer request will be submitted and it will run in the background.
Using the provided link you can monitor its progress, as well as under the Activity option:

You can also adjust the transfer options under the “Transfer & Sync Options” including the option to encrypt the
transfer or to transfer only new or changed files:

Note: You will receive an email when the transfer is finished.

2.2.1 Remote Transfers

You can also transfer files directly between remote sites and CESGA’s DTN without data passing through your com-
puter. You just have to select CESGA’s DTN and the remote endpoint and launch the transfer. The transfer will be
monitored by the Globus service and you will receive an email when it is finished.
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CHAPTER
THREE

SCP/SFTP

Using SCP or SFTP is a useful alternative for small transfers (less than 10GB of data).

Just keep in mind that you will get poorer performance than with Globus and if the connection is not stable you can
find issues.

3.1 Installation

You just need a local SCP/SFTP client, this is usually already available in Linux and Mac. In case of Windows you
can install for example WinSCP.

3.2 Usage

Just point your SCP/SFTP client to dtn.srv.cesga.es and then start the transfer.

There is no need to start the VPN to connect to CESGA DTN, but there is also no need to stop it. The transfer speed
to the DTN will not be affected by the VPN.

Note: The DTN service is configured so it will not be routed through CESGA VPN even if you have it running.

15
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CHAPTER
FOUR

ASPERA

Aspera is a proprietary software specialized in sending and sharing large files. It uses a patented transport technology
specially suited for WAN transfers.

The Aspera service is provided by Redlris and you need to contact us in order to use the service.

Note: In most cases Globus is our preferred solution.

4.1 Installation

The DTN has the Aspera CLI already installed.

4.2 Usage

Once you connect using SSH to dtn.srv.cesga.es you can use the Aspera CLI.
These are some of the most common commands:

* List the contents of a user’s inbox, sent or archived messages:

aspera faspex list -H faspex.rediris.es -u <user> —-p <password>

» Send a package to a user or group:

aspera faspex send —-file ./my_large_file.img —-H faspex.rediris.es -—-title
—"Large file" --note "I am sending you a large file" --recipient <email> -u
—<user> -p <password>

* Get (download) a package:

aspera faspex get -u <user> -p <password> —-url "faspe://..."

For more information you can check the Aspera CLI Documentation.

17
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CHAPTER
FIVE

KNOWN ISSUES

5.1 tcllib error when using Anaconda

There is a bug in the tcl version distributed with some Anaconda versions that leads to an error when trying to start the
Globus Connect Personal GUI.

The easiest solution is to change the PATH so it does not include the Anaconda directory.

19
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SIX

WANT TO KNOW MORE

For more information you can look at the official documentation of each tool.
* Globus Howtos
* Globus Documentation

* Aspera CLI Documentation.
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